I'VMAHITAPHII BICHUK. Yuco 39

UDC 159.923.2:37

Oleksandr MAKHYNIA
student of the Faculty of Humanities and Technologies,
educational programme "Political Philosophy",
Cherkasy State Technological University
Cherkasy, Ukraine

IDENTITY FORMATION
IN THE CONTEMPORARY EDUCATIONAL SYSTEM:
CHALLENGES AND THREATS

The issue of identity is an essence of contemporary philosophy, sociology,
cultural studies, and psychology. ldentity is understood as a relatively stable
conception of “who I am?” and “who we are?”, which structures individual and
collective experience and determines the horizons of belonging, responsibility, and
mutual trust. The article examines the multidimensional nature of identity formation
in modern education, outlines key risks associated with hybrid threats, information
warfare, cyberattacks, psychological and social vulnerabilities, and highlights the
role of teachers and educational policy in safeguarding identity and cognitive
security
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Introduction. In the broadest sense, identity can be defined as a relatively
stable representation of “who I am” and “who we are”, structuring the experience of
individuals and communities by setting the horizons of belonging, responsibility,
and trust. ldentity has both an individual dimension (personal, professional, gender,
existential) and a collective one (national, cultural, civic, regional, European, etc.)
[17; 21; 35].

For young people growing up in the digital age, the dimension of virtual and
network identity is also significant. It is shaped through participation in online
communities, social media, gaming, and -cultural platforms. This expands
opportunities for self-expression, yet complicates self-identification, making it more
vulnerable to external influences and manipulation [23; 39].

In this context, education emerges as one of the key mechanisms for
constructing identity.

Identity formation through education can be achieved on different levels:
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- Individual level. Education shapes one’s understanding of abilities,
prospects, values, life goals, and civic position. Learning experiences, successes and
failures, teacher and peer interactions form stable self-perception schemes: a sense
of competence, autonomy, and agency [29; 50].

- Group level. Education integrates an individual into multiple communities —
class, academic group, university, professional environment — where norms of
interaction, trust, solidarity or, conversely, competition and alienation are formed
[46; 59].

- National and international level. Educational environments transmit
language, symbolic codes, historical narratives, legal and political concepts through
which national and civic identity are constituted [16; 25; 26; 37].

A special role in forming the identity is played by the phenomenon of the
hidden curriculum, understood as informal, often unspoken rules, expectations, and
practices embedded in everyday routines, communication styles, rituals, and
institutional traditions [31; 44; 46]. Through the hidden curriculum, students
internalize real, not merely declared, values of the institution.

Thus, identity formation cannot be reduced to textbook content; it unfolds in
daily interactions, which may either affirm or undermine the values of dignity,
freedom, and solidarity [12; 13; 59].

UN, UNESCO, and global risk analyses emphasize that modern threats are
increasingly hybrid, combining military, political, economic, informational, and
cultural components [4; 5; 6; 31; 32]. Information warfare, propaganda, and
disinformation campaigns often aim to undermine identity by discrediting historical
memory, delegitimizing institutions, sowing distrust and polarization, and
promoting alternative models of belonging contradicting national interests [3; 22;
42; 55; 58].

Under such conditions, education plays dual role: it can become either:

1. a channel for manipulative narratives if curricula, textbooks,
and information environments are not protected and lack critical evaluation
[12; 40; 47]; or

2. a powerful instrument of cognitive and value security, forming critical
thinking, media literacy, dialogue culture, tolerance, historical awareness, and civic
engagement [29; 32; 44; 49; 52].

Central to these processes is the teacher as a carrier of knowledge, values, and
behavioral models. A teacher with a developed critical consciousness and
professional integrity becomes a “figure of resilience.” Conversely, a teacher who
reproduces conspiracy theories or discriminatory narratives becomes a channel of
hybrid threats [12; 59].

38



I'VMAHITAPHII BICHUK. Yuco 39

Thus, identity work in education requires systemic attention to teacher
training and professional development.

Ukraine’s recent experience demonstrates the interconnection between
education, identity, and security. Since the hybrid aggression of 2014 and the full-
scale invasion of 2022, the educational system has had to maintain continuity,
respond to trauma, displacement, infrastructure destruction, and simultaneously
serve as a space of national consolidation and solidarity [34; 37; 38; 49].

Schools and universities have become centers of support for internally
displaced persons, volunteer initiatives, and discussions about war, justice, and
responsibility [34; 37; 39].

Educational policy thus recognizes identity protection as part of national
security, not isolation, but the ability to integrate globally while preserving cultural
subjectivity and historical memory [31; 42; 47; 56].

Hybrid aggression attempts to delegitimize Ukraine’s very right to identity,
denying statehood, reducing Ukraine to an “appendage of another people” [3; 42;
58]. Hence education must articulate and defend cultural and political subjectivity
through updated curricula, promotion of Ukrainian language and culture, and
academic dialogue about traumatic history [16; 37; 49].

The expansion of online and blended learning has made education dependent
on digital infrastructure, generating new cyber risks:

— unauthorized access to platforms;

— data theft or destruction;

— malware distribution;

— phishing;

— DDoS attacks;

— manipulation of digital course content [8; 33; 39; 40].

During the war, cyber threats merge with information attacks, aiming to
damage institutional reputation, undermine trust, and create instability [8; 34;
37]. Universities are especially targeted due to large datasets and intellectual
property [8; 39].

International and Ukrainian documents emphasize systematic strategies:
incident response protocols, digital literacy training, modernization of
infrastructure, and cooperation among institutions, government, and IT companies
[2; 5; 8; 33]. Cybersecurity is thus part of broader cognitive and informational
security [31; 46; 52].

Hybrid threats also have psychological dimensions. Constant exposure to
war-related topics produces chronic anxiety, emotional exhaustion, aggression, or
apathy [5; 19; 34; 50]. For youth in identity formation, these states impact
motivation, future planning, and institutional trust.
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In education, this manifests as reduced concentration, memory problems,
organizational difficulties, increased conflict, bullying, and stigmatization of
displaced children or those affected by loss [37; 38; 49; 50].

Traditional rigid academic approaches may exacerbate trauma [19; 50].
Social threats include disrupted educational trajectories, unequal access to digital
resources, social inequality, and loss of support networks [37; 39; 52].

These psychological and social vulnerabilities make individuals more
susceptible to manipulation and simplified narratives promising false certainty
[11; 39; 50]. Therefore, modern educational philosophy emphasizes integrating
psychological support, care practices, and solidarity as tools of resilience [19; 37,
49; 50].

Education systems are also vulnerable to external influence on policy
decisions: funding, curricular changes, language policy, or historical education can
be targets of lobbying, information pressure, corruption, or geopolitical dependency
[24; 31; 42; 52].

Hybrid threats thus reshape the “rules of the game” in educational policy and
affect long-term value orientations of the system.

Conclusions. In the age of hybrid threats, the struggle is waged not only for
territories and resources but also for meanings, symbols, and interpretations of the
past and future. Identity becomes an object of deliberate attack.

Education, oriented toward value and cognitive security, emerges as a crucial
factor of societal resilience, enabling the preservation and conscious renewal of
identity structures and the formation of responsible civic agency.
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Onexcangp MAXHNHSA
3000y8ay euwjoi oceimu axyibmemy 2yMaHiMapHux mexHoa02Iu,
oceimus npoepama «llonimuuna ginocoghisay,
Yepracvkuti 0epaircasHuti mexHol02iYHULL YHIgepcumem
m. Yepkacu, Ykpaina

®OPMYBAHHS ITEHTUYHOCTI B CYYACHIN OCBITHIA CUCTEMI:
BUKJ/IUKU TA 3AT'PO3U

Ilpobrema popmyeanns ioenmuunocmi nocioae ooHe 3 YeHMpPAaIbHUX MiCyb y
cyuacuiu ¢hinocoghii, coyionoeii, Kynemypono2ii ma ncuxonoeii, OCKiIbKU came
[OEHMUYHICMb  BUSHAYAE — 20PU3OHMU  [HOUBIOYANbHO20 U  KOJEKMUBHO2O
CAMOPO3YMIHHS, HANEHCHOCMI, 8I0NOBIOAILHOCMI ma 006ipu. Y cmammi 30iicHeHO
KOMNJIEKCHULL aHAi3 npoyecié ¢hopmyeanHs I0eHMUYHOCMI 8 YMOBAX CYUACHOL
0C8IMHBOI cucmemu, Wo QYHKYIOHYE 6 cumyayii NOCUNeHHs 2IOPUOHUX 3a2po3,
IHpOpMAYIIHUX BO€H, KIOEPPUBUKIB, A MAKONC NCUXOJO2IYHUX [ COYIAIbHUX
8pa3IUBOCMEL.

[0enmuunicms po3zensoaemuvcs AK 6a2amosumipHe YmMeEOpeHHsl, U0 NOEOH)E
IHOUBiOyanvHi  (0cooucmicHi, npoghecilini, eK3UCMeHyitini) ma KOAeKMUBHI
(HayioHanbHi, KYIbmMYpHI, 2POMAOAHCHLKI, HAOHAYIOHAIbHI) cKaaoHuku. Ocobnusy
yeaey npuoileHo poili yuphpoeozo cepedosuua ma mepexrcedoi i0eHMmUYHOCmi, sKi, 3
00H020 OOKY, PO3ULUPIOIOMb MONCTUBOCTE CAMOBUPAICEHHS MONOOI, A 3 IHUO20 —
niosuwyoms ii 8paziuicms 00 MAHINYIAMUBHUX BNAUBIE | Oe3iHopmayil.
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Obrpynmosano, wo oceima € KIIOUYO8UM COYIAIbHUM — MEXAHIZMOM
GdopmyeanHs i0eHMUYHOCMI HA [HOUBIOYANbHOMY, 2PYHNOBOMY MA HAYIOHANbHOMY
pienax. Haeonoweno Ha 3Ha4eHHi NPpUX08AHO20 HABUANLHO20 NIAAHY AK YUHHUKA
Mpauciayii HehopManbHux HOpM, YiHHOCMel 1 Mooelel NoeediHKU, vepe3 SKi
8i00y6acMbCsl peanvha, a He auule 0eKilapamueta coyianizayis 3000y8ayie oceimil.
llokazano, wo wooenHi 0C8IMHI NPAKMUKU MONCYMb K CHAPUSMU YMBEPOIHCEHHIO
yiHHOCmell 2ioHocmi, c60600U Ma CoNLOAPHOCMI, MaK i niopusamu ix.

lIpoananizosano cyuachi 2iOpudHi 3a2posu, Cnpamosani Ha decmabinizayiio
i0enmuyunocmi 4epes iHghopMayiini amaxku, NPonazardy, 6UKPUBIEHHS ICIMOPUYHOT
nav’ami ma oene2imumayilo CyCnilbHUX IHcmumymie. Busnaueno 0eoicmy ponib
oceimu: SK NOMEHYIUHO20 KAHANY NOWUPEHHS MAHINYIAMUSHUX HAPAMUBIE 1
B00HOYAC 5K [HCMPYMEHMY KOSHIMUBHOI ma YiHHICHOI Oe3neku, 30amHo20
Gdopmysamu  KpumuuHe  MUCHEHHS,  MeOiacpamMomuicms 1 2POMAOSHCHKY
gionosidanvricme. Llenmpanvhe micye 6 yux npoyecax 6i08e0eHO BUUMEN0 5K
HOCI10 npoghecitinoi emuku, KpUMUYHOI c8I0OMOCMI Ma MOOei CMIUKOCMI.

OKpemo 8UCBImMIEeHO YKPAIHCbKULL KOHMEKCM, V IKOMY 0C8Ima 8 YM0o8ax GiliHu
BUKOHYE  (DVHKYII0  30epedCceHHs  HAYIOHANbHOI  [0eHMUYHOCMI,  COYIANbHOL
32ypmosaHocmi ma ncuxonoeiunoi niompumku. Ilpoananizoeano «xibepsazcposu
OCBIMHIM THCMUMYYIAM 1 008€0eHO, w0 Kibepbe3neka € CKIAOHUKOM WUPUOL
cucmemu iHopmayitinoi ma KoeHimueHoi Oeznexu. Iliokpecneno eadciugicms
inmeepayii Ncuxoi02iYHOl NIOMPUMKY, NPAKMUK MYypOOMU U CONIOAPHOCMI 5K
3ac00i8 NiOBUUEHHs CIMILKOCMI 0CBIMHbO2O CepedosULYd.

3pobneno 6ucHoBoK, Wo 6 enoxy 2iOpudHux 3azcpo3 I0eHMUYHICMb CMAe
00 °’€KmoM YinecnpsMOBAHUX amax, a O0Ceima, 30PIEHMOBAHA HA YIHHICHY ma
KOCHIMUGHY be3neKy, BUCMYNae UPIUAIbHUM YUHHUKOM CYCHLIbHOI CmIUKocmi ma
8I0N0BIOANLHO20 2POMAOSIHCHKO20 CIMAHOBIIEHHSL.

Knwuosi cnosa: popmyeanns idenmuynocmi, Cy4acHa oceima, 2iopuoHi
3azposu, IiHpopmayitina 6ilina, KibepOe3neka, KOSHIMUBHA 0Oe3neKd, CoyianbHi
8pA3IUBOCMI, OCBIMHA NOJIUMUKA, POJIb YYUmeJs
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